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Children’s rights and digital technologies:  
urgent considerations in today’s  

rapidly evolving digital age

Abstract
!is paper examines the complex relationship between children’s rights and 
digital technologies, analyzing both opportunities and risks within the frame-
work of the UNCRC. While digital platforms can empower children through 
enhanced access to information, education, and social connections, they also 
expose them to new vulnerabilities, including online safety threats, data pri-
vacy violations, and the digital divide. !e paper explores the four general 
principles of the UNCRC within this context, emphasizing the tension be-
tween protection and participation. It argues for a balanced approach that 
empowers children as active agents in shaping their digital experiences while 
safeguarding their well-being. Recommendations include fostering digital lit-
eracy, promoting ethical online interactions, and establishing robust regula-
tory frameworks. By prioritizing children’s voices and needs, we can ensure 
the digital environment becomes a space where they can thrive and reach their 
full potential.

Keywords: children’s rights, digital environment, digital technologies, digital 
divide. 

Introduction

!e rapid advancement of digital technologies has signi"cantly im-
pacted the lives of children, providing both new opportunities and poten-
tial risks to their well-being and rights (Lievens et al., 2018). As children 
increasingly engage with various digital platforms and devices, it is essen-
tial to examine these implications through the lens of the United Nations 
Convention on the Rights of the Child (UNCRC), a key rati"ed document. 
Key considerations regarding children’s rights in the digital age must be 
carefully evaluated to ensure that the child’s best interests remain at the 
forefront of decision-making and practice (Coppock & Gillett-Swan, 2016).

!e widespread and a#ordable access to the internet through various 
devices has made the digital environment an integral part of life for peo-
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ple worldwide. According to the International Telecommunication Union 
(2023), approximately 80% of the population in Europe, 75% in the Ameri-
cas, 78% in the Commonwealth of Independent States, 40% in Arab States, 
and 25% in Africa are online. With increased investment in these latter re-
gions, even higher online engagement is expected in the near future. Nota-
bly, an estimated one-third of all internet users globally are children under 
18. Information and communication technologies have reshaped children’s 
lives signi"cantly, creating new opportunities as well as potential risks to 
their well-being and rights (Dorsey et al., 2016). Families, schools, and 
communities have increasingly integrated digital technologies as essential 
infrastructure in the digital age. !e digital environment o#ers children 
opportunities for learning, play, health, communication, and participa-
tion. However, it also poses signi"cant risks to their safety, privacy, mental 
health, and overall well-being. !is rapidly evolving landscape is driven 
by the ambitions of global companies, innovative services, institutional 
policies, and the changing behaviors of individual users. Consequently, it is 
becoming increasingly di$cult for children to distinguish between o%ine 
and online experiences (Berman & Albright, 2017).

While international organizations and governments promote access to 
information and communication technologies (ICT) for business innova-
tion and societal bene"ts, some recognize the emerging child rights issues 
within this context (Livingstone et al., 2017). !ey collaborate with various 
stakeholders to empower and protect children in the digital environment. 
Notably, the United Nations Committee on the Rights of the Child empha-
sized the importance of children’s rights concerning digital media in 2014. 
However, existing governance structures and policies do not consistently 
address the implications for children’s rights as outlined in the UNCRC, 
the European Convention on Human Rights, and other related documents. 
Research and stakeholder experiences indicate that the digital environment 
in&uences children’s lives in ways that can either advance or infringe upon 
their rights. Questions surrounding “children’s digital rights,” such as the 
right to be forgotten, the right to consent to terms and conditions or pri-
vacy policies, and the right to digital literacy, have emerged. Nearly every 
human right now has a digital dimension, prompting a re-evaluation of the 
UNCRC in the context of the digital environment.

!is chapter explores how digital technologies impact children’s rights 
through the lens of the UNCRC, highlighting the signi"cance of commu-
nication contexts as vital means for children to exercise their rights. Some 
articles of the UNCRC align with existing human rights instruments or 
governance practices, while others create new challenges as the digital en-
vironment evolves. We will discuss speci"c UNCRC rights relevant to the 



169
Children’s rights and digital technologies:  
urgent considerations in today’s rapidly evolving digital age

digital context, identify associated challenges, and propose suggestions to 
address existing gaps, considering the multidimensional aspects of speci"c 
rights. Our discussion will focus on the four general principles of the UN-
CRC and related articles, emphasizing the necessity for appropriate rem-
edies and reviews while noting how existing frameworks o'en prioritize 
protection over participation. We will also explore ways to better resolve 
con&icts among rights. Carefully considering the balance between partici-
pation and protection in relation to digital technology provides valuable 
opportunities for research aimed at investigating these issues (Coppock & 
Gillett-Swan, 2016).

!e duality of participation and protection

!e digital environment presents unique challenges to children’s 
rights, a#ecting their access to information, participation opportunities, 
and overall well-being. While discussions on children’s rights o'en empha-
size ‘protection,’ ‘provision’ rights, particularly in education, are frequently 
overlooked (Lievens et al., 2018). Digital technologies can violate these 
rights (Coppock & Gillett-Swan, 2016), and similar debates have emerged 
in areas such as education and healthcare. While technology can help ful"l 
the Convention on the Rights of the Child (CRC), it complicates prioritiz-
ing children’s best interests in decision-making processes.

To address these issues e#ectively, it is vital to involve children in 
the development of digital health policies (Holly, 2020) and to incorpo-
rate their perspectives in interventions that impact their health (Lievens 
et al., 2018; Coppock & Gillett-Swan, 2016). Focusing on the relationship 
between participation and protection in technology could o#er valuable 
insights.  A comprehensive approach is essential to uphold all aspects of 
children’s rights in both digital and physical realms. All stakeholders, in-
cluding governments, educators, and industry leaders, must work togeth-
er to empower children in navigating the digital landscape while holding 
companies accountable for their impacts (Lievens et al., 2018; Coppock & 
Gillett-Swan, 2016). As children’s internet access expands, the realization 
and violation of their rights are increasingly linked to both online and of-
&ine realities, highlighting the need for a balanced approach to safeguard 
their rights and promote digital literacy (Byrne & Burton, 2017; Rogulj & 
(nidarec )učković, 2024).
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Data privacy and ethical considerations

!e widespread use of big data analytics, o'en outside traditional re-
search settings, raises ethical concerns about children’s data protection (By-
rne & Burton, 2017). !is issue calls for immediate action from policymak-
ers, educators, and advocates focused on children’s rights and digital ethics. 
Big data collection by public and private organizations faces inconsistent 
international and state regulations, o'en lacking su$cient guidelines for 
the ethical handling of children’s data. To address these challenges, com-
prehensive regulatory frameworks speci"c to children’s data collection and 
usage in the digital realm are essential. Such frameworks should incorpo-
rate data protection principles like purpose limitation and transparency 
while empowering children to exercise rights related to their data. Promot-
ing data literacy among children, parents, and educators is also crucial for 
informed digital engagement (Milkaite & Lievens, 2019). For both younger 
children and teenagers, balancing the right to privacy with other rights, 
such as freedom of expression and access to information, is vital. For in-
stance, the EU General Data Protection Regulation requires parental con-
sent for processing children’s data, which may limit teens’ access to oppor-
tunities. As data collection becomes more automated, the e#ectiveness of 
privacy protections based on consent is increasingly questionable (Vi,njić 
Jevtić et al., 2024). Moreover, many parents o'en overlook their children’s 
privacy in the digital realm (Lupton & Williamson, 2017).  One proposed 
solution is adopting global ‘Fair Information Principles for Youth in the 
Global Digital Culture’ based on the UNCRC, which would hold industry 
and governmental bodies accountable (Milkaite & Lievens, 2019). Advo-
cates in children’s rights must push for these principles, especially as moni-
toring devices increasingly gather extensive data on children (Berman & 
Albright, 2017). Research into children’s rights in the digital age should ad-
dress their needs, potential harms, and the implications for privacy rights 
and protective legislation (Milkaite & Lievens, 2019).

Speci"c rights and the digital environment

Ensuring that children’s right to freedom of expression is not under-
mined within the digital environment is paramount. When regulating ille-
gal content online, States should ensure that they are not indirectly limiting 
children’s right to seek, receive, and impart information, including about 
issues that they "nd sensitive, such as sexuality and sexual health (Lievens 
et al., 2018). More generally, States must ensure that children are not pe-
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nalized for expressing their views and have access to e#ective remedies if 
their right to freedom of expression has been violated. It is important to 
"nd a balance in facilitating children’s freedom of expression and opinion, 
protecting children from exposure to harmful content, and respecting the 
rights and freedoms of others. Furthermore, the internet can also be a place 
where children encounter risks such as unwanted sexual solicitation, bul-
lying, harassment, or even inappropriate marketing and advertising. !e 
risks to their privacy from both corporations and governments need to be 
weighed carefully when data are collected from online sources (Byrne & 
Burton, 2017). Online safety policies can also impact children’s rights to 
education and information. Children’s access to information, knowledge, 
and resources will depend not just on their level of digital literacy but also 
on the availability, safety, and quality of the online content (Picture 1.).

Picture 1. Four General Principles of UNCRC in Digital Environment

Article 12 - highlights the potential of digital technologies to empower 
children by facilitating their participation in decision-making processes. On-
line platforms enable children to share their views and engage with decision-
makers, which is a source of hope. Tools like forums, surveys, and social media 
allow children to in&uence policies a#ecting them, but ensuring these plat-
forms are safe and age-appropriate is essential. According to Article 12 of the 
UN Convention on the Rights of the Child, children capable of forming views 
should have the right to express them freely. While protection rights in the 
digital context have received signi"cant attention, participation rights, which 
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ensure children’s active involvement in decisions that impact their lives, are of-
ten overlooked. Policymakers and educators must balance these rights, as pro-
vision rights, which involve access to essential resources for development, also 
require more consideration to ensure children’s well-being in the digital age.

Article 13 - Balancing children’s right to free expression online with the 
need to protect them from harm is a signi"cant challenge. While digital plat-
forms o#er opportunities for self-expression, creativity, and access to diverse 
information, they can also expose children to cyberbullying, harmful content, 
and privacy risks. Moderation policies, educational initiatives, and digital liter-
acy programs can help create a safer online environment without sti&ing chil-
dren’s voices. (Lievens et al., 2018) Mentions the importance of online freedom 
of association and the risks of leaving digital traces. States that a child who can 
form his or her views should have the right to express those views freely in all 
matters a#ecting that child and that the views of that child should be given due 
weight following the age and maturity of the child (!ird et al., 2014). Digital 
technologies have the potential to amplify children’s voices, enabling them to 
participate in discussions, share their perspectives, and engage with decision-
makers.

Article 16 - Data collection and surveillance practices a#ect children’s pri-
vacy in the digital age. (Milkaite & Lievens, 2019) While the UNCRC guaran-
tees the right to privacy, its implementation must adapt to the technological 
landscape. !e collection, use, and sharing of children’s data raise concerns 
about their safety, autonomy, and future opportunities. Clear regulations, 
transparent data practices, and robust data protection mechanisms are essen-
tial for safeguarding children’s privacy rights in the digital realm. Children’s 
right to privacy can be at risk because the digital world facilitates intrusions 
into children’s private lives. Frequently, there is insu$cient guidance or prac-
tical and e#ective solutions to safely collect data directly or indirectly from 
children within a digital. Data collection, analysis, and regulation in the digital 
age raise questions about realizing and protecting children’s rights (Berman & 
Albright, 2017). !is prompts a critical inquiry into the continued adequacy 
and su$ciency of traditional ethical frameworks that guide academic research 
in institutional settings, alongside national legislative frameworks of data col-
lection and consent from children, within this rapidly evolving digital ecosys-
tem (Byrne & Burton, 2017; Milkaite & Lievens, 2019).

Article 17 - Digital technologies o#er immense potential for providing 
children access to appropriate and diverse information, including educational 
resources, news, and cultural content. However, ensuring children can access 
safe, reliable, and age-appropriate information requires careful consideration. 
Content "ltering, media literacy education, and the development of curated 
online resources can mitigate the risks while promoting access to valuable in-
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formation. (Lievens et al., 2018) !e report points out that the digital environ-
ment’s impact on access to information needs re-evaluation through the lens 
of the UNCRC. 

It’s important to note that children recognize their shared responsibility in 
fostering a secure online environment. !ey advocate for digital literacy initia-
tives that empower them to take responsibility for their online safety. While 
digital technologies present new challenges, the tensions and contradictions 
surrounding children’s rights to provision, protection, and participation are 
not entirely new. Careful consideration of the balance between participation 
and protection with digital technology provides fruitful research opportunities 
to investigate.

Article 19 - Addressing online child abuse and exploitation requires a 
multifaceted approach, including international cooperation, law enforcement, 
and technological solutions. Essential components include raising awareness, 
educating children about online safety, and providing victim support. !ere 
is an urgent need for research on children’s rights in the digital age, as adults 
must model safe and responsible digital behaviors (Dorsey et al., 2016). 

Current discussions o'en prioritize protective rights, focusing on shielding 
children from online risks, while overlooking participation rights that ensure 
their involvement in decision-making and freedom of expression (Lievens et 
al., 2018). A more holistic approach is necessary to support all children’s rights 
in both online and o%ine contexts. Stakeholders like governments, parents, 
educators, and civil society must enhance children’s rights related to digital 
technologies, actively considering children’s views when developing policies. 
Bridging digital divides requires sensitivity to avoid worsening disparities, em-
phasizing both resource provision and skills enhancement. Despite improve-
ments in digital literacy, children’s rights to participate and access essential re-
sources are o'en overlooked (Lievens et al., 2018; Nawaila et al., 2018). As the 
focus shi's from risk to opportunity and participation, digital children’s rights 
have become integral to discussions on social justice.

Article 28 - Digital technologies have the potential to revolutionize educa-
tion by enhancing access, personalizing learning experiences, and fostering 
collaboration. Online learning platforms, educational apps, and digital re-
sources can complement traditional teaching methods and provide children 
diverse learning opportunities. Sáez et al. (2020) discuss various frameworks 
to foster digital literacy among educators and students while highlighting the 
importance of a citizen-centric approach to digital education. However, bridg-
ing the digital divide and ensuring equitable access to technology and digi-
tal literacy is critical for realizing the full potential of digital technologies in 
education. Children reported that the internet has made it easier to undertake 
schoolwork and engage in the education process (!ird et al., 2014). States’ 
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support for children’s provision in the digital environment should take into 
account the diverse sources of content produced by both the public and pri-
vate sectors that are likely to be consumed by children and seek to provide the 
appropriate incentives, investment opportunities, standards, and regulatory 
measures to ensure the overall availability of diverse, high-quality, and age-
appropriate content for children (Picture 2).

Article 31- Promoting a healthy balance between online and o%ine activi-
ties is crucial for children’s well-being. While digital technologies can provide 
opportunities for entertainment, social interaction, and creative expression, 
excessive screen time can negatively impact children’s physical and mental 
health. Encouraging outdoor play, promoting healthy sleep habits, and foster-
ing a balanced lifestyle are essential for children’s development. Diverse inter-
national perspectives show that children can bene"t signi"cantly from digi-
tal opportunities. Despite widespread optimism about the potential of digital 
technologies, especially for information and education, the research reveals an 
insu$cient evidence base to guide policy and practice across all continents, 
especially in middle- and low-income countries. Beyond revealing pressing 
and sizeable gaps in knowledge, this cross-national review also reveals the 
importance of understanding local values and practices regarding the use of 
technologies. !is leads us to stress that future researchers must consider local 
contexts and existing inequalities and share best practices internationally so 
that children can navigate the balance between risks and opportunities (Liv-
ingstone et al., 2017). 

Picture 2. !e basic framework of key concepts UNCRC through digital technologies
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Opportunities and challenges

Digital technologies hold immense potential to signi"cantly enhance 
children’s rights, particularly in areas of participation and provision. For 
instance, digital platforms can revolutionize access to information, educa-
tion, and opportunities for self-expression, aligning with Article 13 (free-
dom of expression) and Article 17 (access to information) of the Conven-
tion (Coppock & Gillett-Swan, 2016). However, the digital landscape poses 
considerable challenges that threaten protecting children’s rights. Data col-
lection, analysis, and regulation issues raise concerns about how to realize 
and safeguard these rights, as the use of hardware, so'ware, and data ma-
nipulation introduces new ethical complexities (Berman & Albright, 2017). 

While digital technology can o#er increased &exibility in implement-
ing various articles of the Convention, it also creates challenges in ensuring 
that children’s best interests are prioritized in decision-making, oversight, 
and practice. !is delicate balance between censorship and protection adds 
further complexity when considering opportunities and challenges for 
children’s rights in our digitalized world. !e careful consideration of the 
balance between participation and protection in relation to digital technol-
ogy is a critical issue that opens up valuable avenues for research. !is bal-
ance is key to identifying methods to safeguard children’s rights in the digi-
tal age (Coppock & Gillett-Swan, 2016). As children’s experiences become 
increasingly shaped by digital technologies, the realization of their rights 
will depend on both their physical and virtual environments. !eir access 
to and use of information, knowledge, and resources will rely not only on 
their level of digital literacy but also on the safety, quality, and availability 
of online content (Byrne & Burton, 2017). 

E#ectively navigating the digital landscape necessitates a comprehen-
sive approach that involves collaboration among governments, technology 
companies, educators, parents, and children. !is collective action is cru-
cial in ensuring the protection and enhancement of children’s rights in the 
digital age.

Balancing participation and protection

!e balance between children’s rights to participation and protection 
is increasingly complex in the digital environment. While digital technol-
ogy can enhance the implementation of the Convention on the Rights of 
the Child (UNCRC), it also presents challenges in prioritizing children’s 
best interests. Key issues arise between Article 13 (freedom of expression) 
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and Article 16 (privacy and protection), as children’s online engagement 
exposes them to risks like privacy violations and harmful content. Promot-
ing children’s rights in the digital realm requires understanding the inter-
play between protection and participation. As Coppock and Gillett-Swan 
(2016) note, we must approach this challenge holistically, empowering 
children through digital literacy while safeguarding their rights. Participa-
tory research methodologies can help recognize children as active agents 
in shaping their digital experiences. Involving children in developing on-
line safety strategies can lead to more relevant solutions. Advocates stress 
the importance of including marginalized voices and respecting children’s 
evolving capacities to ensure safe, inclusive digital environments. Balanc-
ing participation and protection require ongoing dialogue and collabora-
tion, ultimately aiming to create a safe and empowering digital world for all 
children (Rogulj and (nidarec )učković, 2024).

Conclusion

In conclusion, addressing the interplay between children’s rights and 
digital technologies requires a holistic, multi-stakeholder approach to rec-
ognize the inherent opportunities and risks (Dorsey et al., 2016; Lievens et 
al., 2018). While the digital environment facilitates learning, play, and com-
munication, it also poses threats to children’s safety, privacy, and mental 
well-being. !e roles of global companies, innovative services, and institu-
tional policies shape this evolving landscape, making it harder for children 
to distinguish between online and o%ine experiences. International organ-
izations and governments endorse ICT access for societal bene"ts but also 
highlight emerging child rights issues. Collaboration among stakeholders 
aims to empower and protect children in the digital sphere, a focus empha-
sized by the UN Committee on the Rights of the Child in 2014. However, 
current governance structures o'en overlook the implications of children’s 
rights articulated in the UN Convention on the Rights of the Child and 
other human rights instruments. As every human right now has a digital 
dimension, there’s a need to reassess the UNCRC within the digital context. 
!is chapter discusses how digital technologies impact children’s rights, fo-
cusing on the four general principles of the UNCRC, the importance of 
communication contexts, and the need for appropriate remedies. It high-
lights the balance between children’s rights to participation and protection 
while emphasizing the importance of empowering children to navigate 
their digital experiences safely. Ultimately, the paper calls for a focus on 
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online safety, data privacy, and equitable access to support children’s well-
being in the digital age (Byrne & Burton, 2017).

!e recommendations outlined in this paper provide a roadmap for 
collaboration among governments, industry, educators, and parents to cre-
ate a safe and enriching digital world for children. While protective policies 
are necessary, they should not inadvertently limit children’s access to digital 
bene"ts. Fostering digital literacy, promoting critical thinking, and estab-
lishing ethical guidelines are essential. Parents and educators play a crucial 
role in guiding children’s use of digital tools (Dorsey et al., 2016). 

Considering international perspectives and local contexts is vital 
(Livingstone et al., 2017). Upholding children’s rights in the digital age 
demands ongoing dialogue, collaboration, and a child-centered approach 
that prioritizes their needs. !is paper explores the dual nature of digital 
technologies, o#ering opportunities for participation and education while 
also posing risks to privacy and safety. A holistic approach is crucial for ad-
dressing children’s rights in the digital sphere. Ethical concerns related to 
data privacy require urgent attention, emphasizing the need for regulatory 
frameworks and data literacy. Collaborative e#orts involving various stake-
holders, including children, are essential for protecting their digital rights. 

Future research should focus on the diverse contexts of children’s en-
gagement with digital technologies, the impact of emerging technologies, 
and strategies to enhance children’s meaningful participation online, en-
suring that their best interests remain central to policy and practice.
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Wrawa dziecka i tecŚnologie cyĨrowe͗ pilne zagadnienia 
w dzisiejszej szybko ewoluujČcej erze cyĨrowej

Niniejszy artykuN bada zNoOonP relację między prawami dziecka a Rrodowiskiem cy-
frowym, podkreRlajPc podwójnP naturę technologii cyfrowych, które mogP wzmacniaS i jed-
noczeRnie szkodziS. Analiza, oparta na Konwencji ONZ o prawach dziecka (1989), wskazuje 
na potrzebę reinterpretacji i zastosowania tych praw w kontekRcie nieustannie zmieniajPcego 
się cyfrowego krajobrazu (Lievens i in., 2018; !ird i in., 2014).

Era cyfrowa oferuje dzieciom nieograniczone niemal moOliwoRci. Dostęp do informa-
cji, zasobów edukacyjnych i kontaktów spoNecznych jest znaczPco poszerzony dzięki platfor-
mom cyfrowym. MoOliwoRci te wiPOP się jednak równieO z istotnymi zagroOeniami, takimi jak 
ryzyko zwiPzane z bezpieczeTstwem online, naruszenie prywatnoRci czy potencjalne moOli-
woRci wykorzystania. ArtykuN podkreRla kluczowe znaczenie równowaOenia prawa dziecka 
do uczestnictwa w tym zNoOonym Rrodowisku, z uwzględnieniem prawa do ochrony (Byrne 
& Burton, 2017; Children’s Rights in the Digital Age, 2022). Wzmacnianie pozycji dzieci jako 
aktywnych uczestników wspóNtworzPcych swoje cyfrowe doRwiadczenia jest kluczowe dla ich 
rozwoju i jednoczeRnie dla ograniczania ryzyka (Lievens i in., 2018). Musi to jednak iRS w 
parze z dziaNaniami majPcymi na celu ochronę ich dobrostanu (Age Assurance in the Digi-
tal World, 2024). Obejmuje to rozwijanie kompetencji cyfrowych, promowanie umiejętnoRci 
krytycznego myRlenia i ustanawianie etycznych wytycznych dla interakcji online (Dorsey i in., 
2016).

Kluczowym wyzwaniem jest nierówne stosowanie praw dziecka w sferze cyfrowej. 
Podczas gdy prawa zwiPzane z „ochronP” często przyciPgajP duOP uwagę, prawa dotyczP-
ce „uczestnictwa” i „zabezpieczenia” mogP byS pomijane. Wymaga to bardziej holistycznego 
podejRcia, uznajPcego wspóNzaleOnoRS wszystkich praw dziecka (Lievens i in., 2018). Zapew-
nienie dostępu do technologii i promowanie kompetencji cyfrowych sP kluczowe dla umoO-
liwienia dzieciom znaczPcego uczestnictwa i peNnego wykorzystania potencjaNu moOliwoRci 
cyfrowych (Livingstone i in., 2017). ArtykuN podkreRla teO znaczenie wNPczania dzieci w proces 
ksztaNtowania polityk i praktyk wpNywajPcych na ich cyfrowe Oycie (!ird i in., 2014). Ich gNos 
i perspektywy sP niezbędne do tworzenia Rrodowiska cyfrowego naprawdę zorientowanego na 
dziecko.

Kolejnym istotnym obszarem jest rozwiPzywanie dylematów etycznych zwiPzanych 
z prywatnoRciP danych i nadzorem. Zbieranie i wykorzystywanie danych dotyczPcych dzie-
ci wymaga solidnych ram regulacyjnych, przejrzystych praktyk oraz inicjatyw edukacyjnych 
wspierajPcych rozwój kompetencji zwiPzanych z danymi wRród dzieci, rodziców i nauczycieli 
(Milkaite & Lievens, 2019). WspóNpraca międzynarodowa i odpowiedzialnoRS branOy techno-
logicznej stanowiP równieO kluczowe czynniki w ochronie cyfrowych praw dziecka (Children’s 
Rights and the UN Global Digital Compact, 2024; Livingstone i in., 2017). ArtykuN opowiada 
się za staNym dialogiem i wspólnymi dziaNaniami rzPdów, "rm technologicznych, nauczycieli, 
rodziców oraz samych dzieci na rzecz tworzenia cyfrowego Rwiata, który będzie zarówno bez-
pieczny, jak i wzmacniajPcy dla wszystkich dzieci (Lievens i in., 2018). Obejmuje to koniecz-
noRS nieustannej aktualizacji wiedzy, a takOe ewoluowanie polityk i praktyk w odpowiedzi na 
szybko zmieniajPcy się cyfrowy krajobraz (Nawaila i in., 2018).

Słowa kluczowe: prawa dziecka; Rrodowisko cyfrowe; technologie cyfrowe; luka cyfrowa.



182 Ana Žnidarec Čučković 

�jeēja prava i digitalne teŚnologije͗ Śitna razmatranja  
u današnjem brzo mijenjajućem digitalnom dobu

Ovaj rad istražuje složeni odnos izmeUu dječjih prava i digitalnog okruženja, 
naglašavajuSi dvostruku prirodu digitalnih tehnologija koje istodobno osnažuju i 
potencijalno su štetne. Utemeljena u okviru UN-ove Konvencije o pravima djeteta 
(1989), analiza naglašava potrebu za reinterpretiranjem i primjenom ovih prava u 
kontekstu digitalnog krajolika koji se neprestano razvija (Lievens i sur., 2018.; !ird 
i sur., 2014.).

Digitalno doba djeci nudi neviUene moguSnosti. Pristup informacijama, obra-
zovnim resursima i društvenoj povezanosti značajno su poboljšani putem digitalnih 
platformi. MeUutim, te su prilike isprepletene sa značajnim rizicima, uključujuSi 
prijetnje online sigurnosti, povrede privatnosti i potencijal za iskorištavanje. Rad 
naglašava ključnu važnost balansiranja prava djece na sudjelovanje i njihovih pra-
va na zaštitu u ovom složenom okruženju (Byrne i Burton, 2017; Dječja prava u 
digitalnom dobu, 2022). Osnaživanje djece kao aktivnih subjekata u oblikovanju 
njihovih digitalnih iskustava ključno je za njihov razvoj i za ublažavanje rizika. 
(Lievens i sur, 2018.) Ipak, to mora biti pažljivo uravnoteženo s mjerama za zaštitu 
njihove dobrobiti (Age Assurance in the Digital World, 2024). To uključuje poticanje 
digitalne pismenosti, promicanje vještina kritičkog mišljenja i uspostavljanje etičkih 
smjernica za online interakcije (Dorsey i sur., 2016).

Ključni izazov je neujednačena primjena prava djece u digitalnoj sferi. Dok 
prava na “zaštitu” često dobivaju značajnu pozornost, prava na “sudjelovanje” 
i “pružanje” mogu se zanemariti. To zahtijeva cjelovitiji pristup koji prepoznaje 
meUusobnu povezanost svih dječjih prava (Lievens i sur, 2018). Na primjer, osigura-
vanje pristupa tehnologiji i promicanje digitalne pismenosti ključni su za olakšavanje 
smislenog sudjelovanja i otključavanje punog potencijala digitalnih prilika. (Living-
stone i sur., 2017). Nadalje, rad naglašava važnost uključivanja djece u oblikovanje 
politika i praksi koje utječu na njihove digitalne živote (!ird i sur, 2014). Njihovi 
glasovi i perspektive ključni su za stvaranje digitalnog okruženja istinski usmjerenog 
na djecu.

Rješavanje etičkih dilema koje postavljaju privatnost podataka i nadzor još 
je jedno kritično područje. Prikupljanje i korištenje podataka o djeci zahtijeva čvrste 
regulatorne okvire, transparentne prakse podataka i obrazovne inicijative za promi-
canje podatkovne pismenosti meUu djecom, roditeljima i nastavnicima (Milkaite i 
Lievens, 2019). MeUunarodna suradnja i odgovornost industrije takoUer su ključni 
čimbenici u zaštiti digitalnih prava djece (Children’s Rights and the UN Global 
Digital Compact, 2024; Livingstone i sur, 2017). Dokument zagovara trajni dijalog 
i suradničke napore izmeUu vlada, tehnoloških kompanija, nastavnika, roditelja i 
same djece kako bi se stvorio digitalni svijet koji je i siguran i osnažuje svu djecu 
(Lievens i sur, 2018). To uključuje stalnu reviziju i prilagodbu politika i praksi za 
rješavanje digitalnog krajolika koji se brzo mijenja (Nawaila i sur., 2018).

Ključne riječi: dječja prava, digitalno okruženje, digitalne tehnologije, digi-
talni jaz.


